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Abstract. Large Language Models (LLMs) create new challenges in de-
tecting harmful text. Their generative abilities can mimic patterns found
in spam or smishing messages which puts users at risk. This paper intro-
duces a hybrid quantum-classical method for SMS spam detection. The
approach combines bert transformer-based language models with varia-
tional quantum circuits. Different BERT-based models have been eval-
uated on the Smish text to extract rich contextual embeddings. These
embeddings are fed into a quantum state, which is then processed by a
parameterized quantum circuit designed using a VQC ansatz with full
entanglement. The circuit learns to classify spam using Pauli-Z measure-
ment outcomes over multiple runs. The proposed model achieved a signif-
icantly higher Fl-score, performing approximately 10-15% better than
classical baselines such as DistilBERT, standard BERT and LSTM-based
models. These results highlight the potential of hybrid quantum systems
in addressing natural language tasks especially in resource constrained or
low-data scenarios.Future work will explore scaling the architecture with
deeper quantum layers and alternative feature maps such as quantum
kernels. Additionally, deploying the model on noisy intermediate-scale
quantum (NISQ) hardware and extending the approach to multiclass
and multilingual sentiment analysis represent promising directions for
further research.
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1 Introduction

Security becomes the foremost priority in today’s era of technological advance-
ment. It has reached a new dimension, transitioning from classical to quantum



2 M.F. Shahriyar et al.

computation. This emerging quantum era also opens new avenues for the analy-
sis of fraudulent[13] or malicious behavior[8]. Smishing or spam texts represent
a high vulnerability vector through social engineering in the cyber world, aim-
ing to collect Personally Identifiable Information (PII) or other sensitive data.
Although smishing and spam differ in form, their underlying goal remains the
same. Classical models such as LSTM[4], BILSTM[14], RNNJ5], and BERT-based
transformers|[12] have already facilitated well-organized studies in spam text de-
tection and analysis. However, as computational theory evolves into the quantum
domain, it introduces parallelism, speed, and a unique computational dimension-
ality in recognizing data patterns.

With recent technological progress, traditional NLP tasks have moved beyond
conventional approaches toward large language models (LLMs). These LLMs in-
troduce new challenges in classifying vulnerable text, as their generative nature
can reproduce patterns typical of spam or smishing texts, which poses significant
risks to users. Similarly, just as quantum machine learning (QML) finds applica-
tion in areas such as fraud detection|3], phishing analysis[10], and medical image
classification[9], it can also be effectively leveraged to address new threats posed
by malicious text. Quantum-classical hybrid NLP tasks, or Quantum Natural
Language Processing (QNLP)[15], are showing increasing effectiveness across
diverse linguistic corpora and NLP applications.With the rapid growth of quan-
tum tech, there is rising interest in using current quantum hardware, often called
NISQ devices|6], for practical tasks. One key area is QML, which is gaining at-
tention due to the need to handle high-dimensional, large-scale data. Quantum
computing offers advantages like superposition and entanglement, making ML
tasks faster and more efficient.

Still, one major challenge is encoding large classical data into quantum states,
which affects scalability. A promising solution is transfer learning with hybrid
quantum-classical models[2]. In a hybrid quantum-classical transfer learning
model, referred to as CQTL, initial data processing is performed by classical
neural networks. The processed output is then fed into a compact parameter-
ized quantum circuit typically a VQC for subsequent learning and classification.
This work builds on that idea by proposing a hybrid pipeline that combines
a BERT-based model with a VQC[16]. The goal is to perform semantic-level
classification. The chosen task is sentiment analysis, a common and well-studied
problem in NLP. This task was selected for two reasons. First, it is relevant in
the growing area of QNLP. Second, the same pipeline has worked well in syn-
tactic classification, so it is worth testing for tasks that need deeper semantic
understanding.

While BERT transformers excel at capturing text semantics integrating them
with QML for spam detection faces key challenges. NISQ device limitations re-
strict the complexity of QML circuits making it hard to fully leverage QML’s
potential for the high-dimensional feature spaces BERT generates. Developing
robust quantum data encoding strategies for nuanced spam characteristics in
natural language also remains an open research area. This problem is even more
complex and challenging for low resource languages like Bangla. This research
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aims to bridge these gaps combining BERT’s semantic power with QML’s com-
putational advantages to improve spam detection.

The rest of the paper is organized as follows: Sec. 2 reviews related work
in classical and quantum NLP. Sec. 3 explains the dataset and methods used,
including the hybrid model. Sec. 4 shows the results and discusses the findings.
Finally, Sec. 5 presents conclusions and future directions.

2 Related Works

The study [1] explores a hybrid quantum-classical framework that combines
classical and quantum computing for intricate learning tasks. While potent,
this method struggles with large datasets because of current quantum hardware
limitations. To overcome this, the research proposes classical-quantum transfer
learning, which employs a "dressed" quantum circuit. In this approach, a neural
network is predominantly trained using classical computation, but its final deci-
sion layer is swapped out for a quantum circuit that handles measurement and
post-processing for classification. Although initially applied to image process-
ing, the work successfully adapts this approach to natural language processing
(NLP). The study demonstrates binary classification of short text messages such
as SMS by using a pre-trained BERT model for feature extraction, followed by
a variational quantum circuit fine-tuned for text data. This hybrid method miti-
gates the computational burden associated with high-dimensional language data
while maintaining high classification performance.

In a related development, the study in [17] proposes a novel classical-quantum
k-nearest neighbors (CQKNN) algorithm, which enhances the classical KNN
model by incorporating quantum circuits to improve computational efficiency
and reduce storage demands. Unlike traditional QKNN models that require
multiple circuits, this research introduces a unified quantum circuit design that
performs multiple similarity calculations through mid-circuit measurements and
qubit resets. This design significantly improves scalability and reduces the gate
complexity, making it more suitable for NISQ devices. The CQKNN algorithm
was evaluated on several NLP-related datasets, including the SMS Spam Collec-
tion, Twitter US Airline Sentiment, and IMDB Movie Reviews. Results indicate
that this approach outperforms classical KNN in both accuracy and resource
efficiency. Furthermore, the study highlights the role of fidelity in quantum sim-
ilarity calculations and showcases advanced error mitigation techniques, setting
a new benchmark for practical quantum-enhanced machine learning in text clas-
sification tasks.

3 Methodology

This section introduces a hybrid quantum-classical architecture for spam detec-
tion that integrates transfer learning with variational quantum circuits (VQCs).
A hybrid classical-quantum architecture is employed for spam detection. The
process starts with the input text, which is tokenized into features x, zs, ..., ;
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and passed through a BERT model to extract contextual embeddings. These em-
beddings are then fed resulting in quantum state representations qo, q1, - .-, qn.
Each of these states is subsequently processed through a unitary transformation
U, (z), followed by parameterized quantum gates V,,(6), where 6 is a learnable
parameter shared through a global control system S. The quantum circuits are
measured, and the outcomes are aggregated and interpreted to classify the input
text as either “Spam” or “Normal”.

Spam

Normal

Fig. 1. A hybrid classical- quantum architecture for spam text detection

The proposed framework in fig 1 is grounded on three core pillars: (i) quantum-
enhanced semantic encoding, (ii) hybrid optimization via quantum and classi-
cal learning dynamics, and (iii) quantum-probabilistic classification grounded in
quantum information theory. The following subsections delineate the theoretical
foundations and algorithmic implementation.

3.1 Quantum-Theoretical Foundations

Quantum Representation of Linguistic Semantics Natural language se-
mantics are embedded in a complex Hilbert space H, wherein linguistic tokens
exist as superpositions. Let z denote an input text, and hcrs € R7® be its
contextual embedding derived from a pretrained BERT encoder. A learnable
projection W,, € R512X768 maps hop g to a latent quantum-compatible represen-
tation z € R%12:

2= Wphors + by. (1)

Semantic similarity in this projected space adheres to the quantum-stochastic
geometry hypothesis:

sim(x;, ;) o< (Y(z;) [ (25)) s (2)

where 1(z) denotes the quantum state corresponding to z.
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The normalized vector Z = MinMax(z) is amplitude-encoded as:

2" —1

bin =Y Zk, n=[log,512] =9. (3)

k=0

Zero-padding ensures dimensional compatibility with 2™ qubit space, enabling
representation of 512 semantic dimensions using 9 qubits.

Quantum Circuit Design The parameterized quantum circuit U(6) is con-
structed using the EfficientSU2 ansatz with L layers:

9
U©) =11 | By (6r)

=1 Lg=1

: Ecirculara (4)

where Ry (-) denotes a Y-axis rotation and Ecjrcuiar implements a ring entan-
glement:

9
Eeireutar = | | CNOT(q, (g + 1) mod 9). (5)

q=1

where CNOT(q,(q+1)modQ) denotes a Controlled-NOT gate where qubit ¢
acts as the control and qubit (q+1)modQ as the target. The notation Q repre-
sents the total number of qubits in the system.

Quantum entanglement among semantic features is quantified via von Neu-
mann entropy:

S(pa) = —Tr(palogpa), pa=Tre(y), (6)

The reduced density matrix of subsystem A, p4, is central to this calculation.
The notation T'r(-) refers to the standard trace operation, and Trp(-) specifies
the partial trace performed over subsystem B. The total quantum system state
is described by |1).

3.2 Hybrid Framework Architecture

Classical-to-Quantum Interface

BERT Tokenization: Input z is tokenized using multilingual BERT into:
T(x) = [[CLS],t1,...,t127], ti € VBERT, (7)

Here, x represents the input text. T'(x) is the tokenized sequence produced by
BERT. [CLS] is the special classification token prepended to the sequence. t;
denotes an individual token within the sequence, and Vpgprr is the vocabulary
of the BERT model. The sequence length is either truncated or padded to a fixed
length of 128 tokens.
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Semantic Projection: To preserve invertibility and quantum interpretability, a
regularized projection loss is employed:

Loroj = |lhcrs — Wjiz]l3. (8)
Quantum State Preparation: Using Qiskit’s RawFeatureVector, we encode:
511
F i3, = Z Sk ® o®(512-511) (9)
k=0

Variational Quantum Classification After applying U(6), the probability of
spam (y = 1) is measured on the first qubit:

Py = 1|z) = i UT(0) (11 © I®®*) U(0)in. (10)
The trainability of 6 is governed by the quantum Fisher information matrix:
Fij = Re[0i90;1) — 0;00)¢0;4)] . (11)

3.3 Hybrid Optimization

Loss Function: A composite loss combines cross-entropy with quantum fidelity:
1 ,
L(O0.Wy) = =~ > yilog Plyiles) + A (1= [0l [0llhnl?) . (12)
i=1

where '(/Jrecon = Wgz

Optimization:

— Classical parameters: Updated via Adam optimizer with learning rate
ne = 1074
— Quantum parameters: Updated using SPSA:

LD + ¢, Ay) — LOD) — . Ay)
QCtAt ’

The model’s training aims to minimize a composite loss function L(6,W}).
This loss blends two components: a cross-entropy term which measures how well
the model predicts true labels (y;) from inputs (z;) across all N samples, and a
quantum fidelity term scaled by A, which quantifies the similarity between the
initial quantum state |z/12(:3> and its reconstructed version, |1/J£le)con>. The recon-
structed state, Y ccon, is derived by projecting the quantum feature vector z
using the projection matrix’s conjugate transpose Wg .

For optimization, classical parameters (including W,) are updated via the
Adam optimizer using a learning rate 7.. Quantum parameters 6, are updated it-
eratively using the Simultaneous Perturbation Stochastic Approximation (SPSA)
algorithm. This involves perturbing 6 by A; (a random vector scaled by ¢, a
decreasing perturbation magnitude) to estimate the loss gradient and adjust 6(*)
to 04+ with a quantum learning rate 7,.

e = 0.1-¢70100 (13)

e+ — g(t) _ Mg
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3.4 Quantum Advantage Analysis

Effective Quantum Dimension: The expressive capacity of the variational circuit
is captured by:

Deypy =

Du N = eig(F), (149)

de .

where Apnax is the largest eigenvalue of the Fisher matrix F'.

Quantum Kernel Alignment: The quantum kernel s(z;, ;) is computed as the
squared magnitude of the inner product between two initial quantum states,
|¢§f}> and |7,/1l(fl)> derived from classical input data points z; and x; respectively:
k(xi, xj) = \(1/11( |, @ )>|2 This kernel effectively quantifies the overlap or simi-
larity in the quantum feature space. The quantum kernel is evaluated as:

K(zi,x5) = [0 [0 2, (15)

and its alignment with classical BERT representations is assessed via Maximum
Mean Discrepancy (MMD).

3.5 Implementation Details

For the text classification task on SMS data, a hybrid quantum-classical ma-
chine learning pipeline was implemented.BangalaBarta[11] is a comprehensive
and varied dataset curated for the purpose of identifying and classifying spam
and smishing (SMS-based phishing) messages in the Bangla language. It com-
prises SMS messages which are divided into three categories: Smishing, Pro-
motional, and Normal. For the scope of this study, only Smishing and Normal
messages have been considered. The experimental workflow comprises five main
stages, detailed as follows:

— Transformer-Based Embedding Extraction and Dimensionality Re-
duction
Raw SMS texts were first encoded using the multilingual transformer model
bert-base-multilingual-cased. From the final hidden layer of the trans-
former, the contextualized [CLS] token was extracted, representing the global
semantics of each input sequence. To reduce model complexity and adapt to
quantum memory constraints, the original 768-dimensional embeddings were
passed through a linear projection layer, yielding 512-dimensional dense vec-
tors.

— Dataset Structuring and Preprocessing for Quantum Encoding
Binary sentiment labels were encoded using one-hot encoding via LabelBina
rizer. The feature vectors were normalized to the range [0, 1] using MinMaxSc
aler facilitating numerical stability during quantum state encoding. Since
amplitude encoding requires input vectors of length 2™ each 512-dimensional
vector can be zero-padded to reach 1024 dimensions enabling direct encod-
ing into the amplitude components of a 10-qubit quantum state.But as this
study used 9-qubit so padding was avoided.
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— Quantum State Preparation via Amplitude Encoding
Amplitude encoding was employed to prepare quantum states from classi-
cal feature vectors. Each input vector x € R°'? was normalized such that
> |zil* =1, and mapped to a quantum state:

512

) = 3 aili)
1=0

The RawFeatureVector feature map from Qiskit Machine Learning was used
to perform this encoding efficiently. This method allows for compact state
representation and leverages quantum parallelism for subsequent transfor-
mations.

— Variational Quantum Circuit Design and Parameterization
A parameterized quantum circuit (PQC) was constructed using the Efficien
t8U2 ansatz, configured with full entanglement and one repetition layer. The
circuit architecture comprised layers of single-qubit rotation gates (Ry, R)
and entangling gates (CNOT) arranged in a fully connected topology. Acting
on 9 qubits, this circuit learns a non-linear decision boundary through param-
eter optimization. The choice of ansatz ensures sufficient expressibility and
entanglement for capturing complex feature interactions in high-dimensional
space.

— Measurement, Optimization, and Evaluation Metrics
Measurements were conducted in the computational basis using the Pauli-Z
observable. Specifically, expectation values from selected qubits were used
to derive class probabilities. The model was trained using the Variational
Quantum Classifier (VQC) framework with the SPSA optimizer, capped at
20 iterations. Performance evaluation was carried out using classification F1-
score comparing predicted outputs with ground-truth labels over stratified
training and test splits.

3.6 Theoretical Implications

Quantum Contextualization: The circuit exploits quantum contextuality via non-
commuting observables over entangled embeddings, enabling the identification
of non-local semantic patterns inherent in spam content.

Semantic Entanglement: The entanglement structure in U(6) models long-range
syntactic and semantic dependencies, analogous to attention mechanisms but
grounded in von Neumann entropy rather than softmax distributions.

Holevo Bound in NLP: The Holevo bound,

x=5S(p) - prs(p:c)v (16)

sets a theoretical limit on classical information retrievable from quantum em-
beddings, thereby characterizing the semantic capacity of the hybrid framework.
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4 Result

The training of the proposed BERT Multicase—-Quantum hybrid model was
conducted on a corpus of SMS messages labeled for binary classification. The
transformer-based embedding was extracted using the pre-trained bert-base-mu
ltilingual-cased model. Each sentence was encoded into a 512-dimensional
representation through a learned projection layer. These embeddings were then
normalized and amplitude encoded into a 9-qubit quantum state, allowing them
to be processed by a variational quantum classifier (VQC).

The quantum circuit utilized the EfficientSU2 ansatz with a full entangle-
ment strategy and a single repetition layer, suitable for 9-qubit systems. The
circuit comprised alternating layers of parameterized single-qubit gates Ry
and R z , as well as entangling CNOT gates arranged in a fully connected
topology. The objective function was optimized using COBYLA algorithm over
20 iterations. Measurements were taken using Pauli-Z operators, and binary
classification was performed based on post-measurement probabilities.

To benchmark performance, the proposed model was evaluated against three
classical baselines: a DistilBERT-based model, a full Multicase BERT model,
and an LSTM-based classifier.The whole evaluation simulation performed using
the Qiskit SDK]7].

Model F1-Score
BERT Multicase - Quantum (Proposed)| 0.72
BERT-based (DistilBERT) 0.65
BERT-based (Multicase) 0.69
LSTM-based 0.63

Table 1. Comparison of classification performance (F1-Score) on the test set of the
Bangla spam dataset using various deep learning and quantum-enhanced models.

As shown in Table 1, the hybrid quantum model outperformed all classical
baselines, achieving an F1-score of 0.72. This represents a 7-point improvement
over the DistilBERT-based baseline and a 3-point gain over the full BERT model
using the same multilingual cased architecture. The LSTM model showed the
weakest performance, consistent with expectations given its inability to capture
contextual semantics as effectively as transformer-based embeddings.

Thirty independent runs were performed with randomized circuit initializa-
tions, yielding a mean Fl-score of 0.721 4+ 0.008, confirming the consistency
and generalization ability of the quantum-enhanced architecture. The observed
improvements substantiate the potential of hybrid quantum-classical models in
language tasks especially when dealing with compact datasets and limited fea-
ture spaces.Fl-score was chosen as the sole evaluation metric in this research
due to its effectiveness in handling class imbalance which is common in spam
detection tasks. Unlike accuracy, F1l-score considers both precision and recall,
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providing a balanced view of the model’s performance on both spam and non-
spam classes. This is crucial for minimizing false positives and false negatives
especially when working with limited data. The metric also reflects the model’s
generalization ability across multiple runs with randomized quantum circuit ini-
tializations. Therefore, F1-score offers a more realistic and reliable measure of
the hybrid model’s effectiveness in practical scenarios.

5 Conclusion

In this work, we proposed a hybrid quantum-classical architecture for spam
detection in Bangla SMS messages, integrating transformer-based multilingual
embeddings with a variational quantum classifier (VQC). By leveraging the rep-
resentational power of a pre-trained BERT Multicase model and encoding the
derived embeddings into a quantum state via amplitude encoding, we demon-
strated that even shallow quantum circuits can yield competitive and superior
performance on binary text classification tasks. The model achieved an F1-score
of 0.72 on the test set, outperforming several classical baselines, including Dis-
tiIBERT, full BERT, and LSTM-based architectures. These results suggest that
quantum-enhanced models can offer tangible benefits in NLP, particularly in
low-resource and underrepresented languages.

For future work, more expressive quantum circuits and deeper variational lay-
ers could be explored to assess their impact on performance and model capacity.
Additionally, hybrid quantum attention mechanisms and quantum kernel-based
approaches may further improve generalization. Scaling this approach to multi-
class text classification or sentiment analysis tasks in other low-resource lan-
guages is another promising direction. Lastly, evaluation under noisy intermediate-
scale quantum (NISQ) hardware will be important to assess real-world deploy-
ment feasibility.
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